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NYSN NN DIDAT TIVNN IRYI ,NNMP NI YD PADN PN 71P2D TUN MDINT MIYIITH VNI T PN IINNY
MDIRD MYOITH IDRI TRW N AN D 992100 PODN DY MIYPNN NN NDINN INKRDY M .NY Y2 WSHn
,YITIN DX DDVNY PADNN YITTY PANIND IR INONRD NHIND NN DVIY INYI TIWNN MY ,PIDN NINKNY ONNNA
.PADN NN N WITTD IN/ ,ORNND MYIITI TINY IINNY T  NIDN MDY XOD
: MYITN VYV PND

712 IP n2ns bv nanwin mavan 2.1

.DNS 5 m2m ;ipwnnnn mIvan 2.2

MITRAE 5m n>320 mpwnnnn mIvan 2.3

29N YITN 920N DY XN¥NDN DY MYIND NS 2.4

wvinmnm
95 3.1
,ININ 22297 D35 AXIND MY M LYNININ AN DX PAD> NN PION NN INNKD 3.1.1

2PN0) DY 30N 29D AMIAONNNN DD NN (VNN Y8 PHNN NYSNL VNN ORNNA
IDIPN PN NNIPNM NIIWNN NNPN DT 9932 (MOPN99n”
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TPNNLINRN ,DXPWNNN,D327591 DI HYW 1WA ,YNINN IXININ XON NN 7NOIWNT” NN 3.1.2
3.6.6 PYDA MNNY VN NT PV 3 PYDA PNY VINNIDY 190N MV MYITM
PYDI VNI DIVYITIN DXIPNANT MP>TAN INNKD NN PPNY 3.10 PYDA VBN NINPM
NHN ONIND DNNNA ,)ON2 VNAND DOM ,("NIIWNNY :NPIONN NN PND) PN 3.7
YD DY TIVHN NNNIN O DY MAYPNIN

(Y915 5 999) 399199 NPODIN NYNNA PADN NYSND ONNNA MNP INOINIY DI DY 7P NN 3.1.3
STIVNN PN

NIN QDN DIVVN D5 NIY 1) NOIWNN NN MDD N 399959 DY NMIAYNNNN DI WXTY 3.1.4
JINN YNNI PIN )0 DX

0229991 02199 3.2
T9VNN 0YVN MIYPNIN YN 3.2.1
.DVINY 2.1 PY02 VNN NIYPNNN DN IND POON DY NMIYPNNN NN

290N NN 3.2.2
NNY 2.2 PYD VNN MIYON 1Y) NI PAON

0YMIPYN 23 NN 3.2.3
NS XY DIPN 991071 ,WITIV 9PN 93231 1YV DIMPY NN MNPNY PION DY
NN . NYD YN TIVNN NYAITY ORNNA YO0 0N/ NIMYAY ,DMVN
TIVNY DPMDNN DIXIN DM NPNNIN DY PP PADN DYLN DIMPYN
20X MONDN YA 9

Y3 2MNNN PADN . TIVNN NIAY DXMPYN NPIDND OWNIAP P> DXMIPYN DN
29 V9N DIMIPVYN NN INY IN TANR YT DY basiibshzw MIYN NP D
9,1y H53,N9-HY2 DN AND O, 1IN PIRID MITTEARIINNYD 1MW TIVNIN
.PODN DYV NN MIANN TNX DI HYW INPWNINPN

YN TIVND NMYIRD N9 7PN PODN DYLN NNXN 1IN M3 NAYNM NN
VYO IN D010 DOMPY 1NN HY INIANNY DXIDNY NOVW INWYA TIWNN .aN51)
ANYOD PN NN TNN ROD INDNN NN

b

95521 TIVNN YDMNID DRNNA,MIYPNNN NNPN Y TIRD DIVAD PION INNN
M 2)0 ,WITI DX INNVIA NPD NN NPTID NPNRYD nEiéii':F\nn oy NN M
DYLN DXMPY PADNY D DI .PADN DYV NN SVIN IN/Y DINYPYN NNNN
191 NPMNIND DRNNA NNV NNHRNND PTI» ,MIVPNNN NNONI PION
21NV NPOY NI P TIVNA 12D NN TIVA DI NNHVIAN

YNYA PN PADN ,AND TIWNN YT DY IWIN IN WITH 12TNY DI, NN OGN DY
DYMIPY NN MYNNNI PN 3.12 PYDI VNI DOWNNPN DIXMPY PADY
ONNNA,TIVNN T DY YIAP? IR DIMPVY NIN) PIYN .NNND 1IN NONDN NI
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16.2.11 0750 NYTINA VNN, TIVNN YT DY NWITIN NI TPINN NITHND
NININN NPOIN TN NITYN NNONA ,NOVNN YTIVNY 1IWNN YMIY NPION
.pavy

2975 - VPNIDN WMDY B2ADWN 3.3

,PAD? PADN ,3791D1 ¥INDN VNN NINTN NIRKIN MIYPNN NN NYOPNN NN PION NIIIN INKRD
DMNIN MMYY ONNN2Y VPMION HYW DININ DXAYYWD DNNNA ,NDMIN XMPY PIDN ,NOIVNN NN PP
3.6.6.4 PYD 3.4 PYDA 1VIN) DI N PYDA MNRD OXNNA TITN NIANDY ,NTIAYN NN WIAPOY
L Evalp)

.3.4 PYDI LNMND ,NTIAY MION MON N
.3.5 YD VNN, TIVNY ONPOM NTIAY Y290 MON
.3.6.6 51 3.6 PYDA VNN NIIWNN NP INIPNN YNNI NPION
.3.8 PYDI LN, TIVN NNINN
.3.9 PYDI LNAND ,NDVTN
.3.7 YDA NNNKD DXRNN DM ,NNMA NOYINY TY MPrTa
.3.13 Y02 VNHND MPYN NNIY ONNNA,L3.10 PYDI VNN ,NPRNM NPINK—NNN .3
.3.12 YD VNN DOWNXPN DOMPY NN .N

O 0L U

|

YINIMNY B2aTYNI 797 AN 3.4

NMVPVLIIIND ORNNA YR IXININ NN PPN PIO? NT DY) LPMIAN NN YN PADN 3.4.1
25 5510 NN NNPN NN YN 19) ,TIVNN NYINRI) NIONN 1INDNI YIAPNY PNINN
NPAON Y915, TIVNN MY 11900 MYIITI VNN MNRNN PNV ,DIPYNINN
NTIAYN NIONA YIAPIV TIND TIN DXWITIN DIWANWYNM DINWHN DD NITHIN NNPYM
STIVNN YT DY MIVIRY

STIWNN T DY NWY QOIVN DIYAND 3.4.2

NPOON 1Y Y952 VPMIAD DXMNH DNNT NMMY NYDIODN NTIAY NNON P> POV 3.4.3
21991 NTIAYN NNON .TIVHN NNYD MDITN NN MY ,0OMPYN VIXIIAD) NN
s INAN TITN MNANR IR MNAN DY
NMOPVOIIN (1
vy ONN (2
DINP DPYNN PO (3
PINIPON (4
noOWNRN MpHNn (5
mnvn npn (6
MPT PSNVOPX (7
MP>72>079N NND (8
MNOIV/MIPA (9
D (10
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VYN ALY (11
oM (12
mnmT (13
moITn (14
Project Closure - o»o (15
TIVNN NMNIN NWITI DORNNA L(NIIND/NNOP) NNNYND NWY TITN MR TYN : WITY 3.4.4
NTI2YN N5N NION AVYWA PADN WHINY IRYI DNMIN,TITN MAND DIVPIAN DINIPY I DM
IUN I RO TIVNIN T DY NIVIRY NTIAYN NN PN IR ,DIPN DI . TIVNN NWIND
YT DY NIYIN 0 ON NON NTIAYN NMON MDY DD HY THNDNY XYY PN PODM Yapn
ahainl e 1) T3]
VP99 MIN* NIPA 3.4.5
MNTRPNN NN TIVHRN OYLN MIVPNNN DAY, TIVHN NOMNIND DNNNA ,NNT PADN 1N
XN 93 DY ONNIOL NP VI DWY ,1D 1D .VI9 NTIAYN NN DI K2 VPN
DN MEYON VAT N2 VPNIDT NIPA MTIPI IV ,NTIAYN NINN PONY ,TI0M
0991 MNTRNN TYNNY MNXIND TIWNN DYV MIYPNIN

1299 Y2191 3.5

NN MONMNN 21930 WIATI NONN 1IN0N : NTIAY 9ID VAN DN THON NWIN 3.5.1
NNNN ,NNAVNN O, OMNWIPN N0 ,MNPPN MIIWNN ,NYITIN NNVIND
YN NND NN DY WATIN INX OVINDT XY YD) NN MYNTN MDIWNN IND ,MYITIN
ATHNY NN NTHY XTND PADN NPINKI . TIVNN 198D OINNND

VPN YINID DTTY DNNNA DY PADN ,TIVNN NYOAIT Y Yy [, NTay mnin Hoa 3.5.2
D901 DN X9-5¥) NT THDN NINDN DNHXIN DNV NTIAYN YoM, PMI nmoaxnminna
.DOYPINN DOMPYN 1NN TONN TIVNN T DY WY

NYIRN TIN,PIIYN PAVND IN,TIVIN T DY D VIPY NTIAY THDN DI IWNRD Pavn Dy 3.5.3
NN MDY 1) NINNK yggi tlzm VYN, NTIAY M

DRNNAY TIVNN ONNI DY NPWINPN MY PI0N DMPY ,NTIAYN 900N MdN DWY 3.5.4
STIVNN YN TNND

MINTNN NYAPY DIONN NYOPNN DYN DI 14 TIN NTIAY NN WO PADN 1 ATIAY 129N
DY9YD DOVNANN DMIXIND TN NN VI PADN . TIVNN NYIITI ORNND N, TIVNHN NINND
TN TIVNN YT DY MIVIRY NTIAYN NION WAPIY X9D DTV \1oND 3.5.4.5 - 3.5.4.2

S IRV P2 000N NTIAYN

.DMININN NPON VI DN M2 5510 (SOW) nTiayn yon muon (1
SIPVNDN NS (2

STIWUNN INND MYITIN Mmwnn - (3

STIVNRN MOIYNI OXWITI OMPYW IRA NNAVH IMYHYND (4
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$ANYN P22 91959 9UN (HLD) %995 1399 71901 W Pavn

NTI2YN NOWNN NN — DO PPN (1

PIOND IO MNIMN IMNMIPY (2

NOWNNOVIVIVY - (3

NOIWNN OV OV AMNO AN (4

3.5.4.2

$ANWN 122 91992 AUN (LLD) ©9991 19999 9901 YU Paon

991, I8 723590 MPWNNNN 9910 023590 Y3 NN HDON NOWNN DY VNI ON (1
,IDINM NIIND MYIIT HHD DY HDO2YHO IAVYM MIDNOVL ION YD1 ,mpnnd vITIN
2120 )N DY,y 3'11'\3\_35:_14:7&3 MY ONNNA

1Y 2 P92 VMY Y9 IXINN NMNDN DI0A DY NIIWNN MIMINND DI 5W VNN NON (2
7799 4 PYD) YTININ NNVIAN MWIT (2 P97 1 PYo) NN MYOIT 13 DD 901D
2

PSP I8P (3

DM NONDN NN DOVNON NIIWNOVIVIY (4

DN DMV DNYIPI DINDN NDMYHOOWIN (5

YN THNYYITIN DI DOWNRNWNN DNNY TIVNI NM»pn Mo Gap Analysis (6

NIIYNN OOV VNN NMNO NS (7

SNNND DTN TION Y0 wvidn mon (8

3.7 PYDA A5 VNN (ATPY Mor1a pon v pavn

3545
TNV P2 91999 YUK (As Made) 9993 193900 79010 ¥ pavhn
23192 YINAY DXRNNA VNN PIONN TADN NOTY (1

NIIYNN HNIPNI I8N NPADN 3.6
19902 MYOITN TO IR NYDIDN NIIWNNN POND ININ PPN ININD NN PO’ PIDN 3.6.1

Twnn 5w 0onIvn mNa L,(On-Prem) mompn mpnina

NTIAYN NN YAPIV TN ,NNDN NOYIND TY ,NIIWNN NN DXPNY 2»NNN PO 3.6.2
YT .NYD NYN TIVND NNNTND ORNNA,TIINMN 1 DY DXMPY PADY 19,200 NNINKD
STIVNN Y NN NHYON NN (ATP) NSap mMp T2 aNKD P 5N NOYann

Ty, TIVIN NPNIND DRNNAY 199HDN 2DNDNI VNID DXRNNA ,MITIN TN PIDN 3.6.3
STIVNRN MYIRY NN NOIWNN DY PP KON IVONT

,A0IV I9IND NN DN NN NIIWNN DX VYN TIVNN DY DONNPNN OINNNN 3.6.4
DNNDNYY NON

DN , 01207 PY M0 1IN MPNN ,Wpamy 955 ,TIvNY ¥y»od 21»Nnn povn 3.6.5
STIVNN Y TOD WPAM TUND)
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998990 N33 NIPNN 3.6.6
S TIVNN NPNIND DNNN NTIAYN NNOINY OXNNA,1PND NIV MM DD NN YSI PIDN

NN NP ,PND VNI MXADN DI MIID 12307 93 DY AN NIPNN
NN D52 MMM MNMPN MDIWHM NNYPNN PNIVN OO0 DY TIWNN INNI
N2APN MPYTA2 NTNRY TN, TIVIEN NI MY PPN RIN DWIND Ty ,INN)
MPNNN 912 D N2V . TIVNN NPNIND DXNNA DOM 171900 MYOIT Yo
STwnn mMINY OXNNI,PINID Y¥INN

5 MINAY Y WX 1IN DYV NINDN DY OTR YT DY P TR YNINN MPNNN
YNINN ININN DY NP

STIVNN NYMIND DNNNA ,7INMN N2X202 71099 NIV NNINN MIPNN

NN NP TIVHN INNI NYMN NXADA IO NN PPRL.FOON - NI»N N0
DY VNN NINN NYIR TVINN ,ININNDT D30 OMITIOP DM 60 TN ,TIVNHN
NIYIN TUN NTIAYN NNON YAPIY 295 ,INN TYINI IN ,i?g@gj}\mm TV MD
N2WAN NPPNY ©WITIN D225 D MY NIIWNN NN DIPN,TIVNHN YT DY
L IINDNN NNOYINY TY NIIWNN NN NITHIND DXNND) GV

MIPNN D2 NAY DWYNN . TIVNN NAX202 MOV MDD PPNNY SRV TIVNN
PN NYSN — 5 9999 232-45902 VNN M

mpr1a 37
995 3.7.1

MINS NN ONNN DIDIM NMIDYSN ,MOYIVN ,ow‘:nr?g';é XY MP TN
MAPN NNN NINX YNID M TINHD OPNN NTND TINRD IXINM NIIWNHN
STIVNN MYATY OIINN arnNnNY V&V (Veriﬁc?_g?? & Validation)
.D2NNN DD ONPNY ,0MIDVN DIVIMND

,IVAN NPNVND  MMIND MOIWND NPNWP MPOTA YNIO IONNND PN
YT DY DXWITIN DN YYD N MWD ,0’93%115% NHOXR MOIWND
STWnn

MP>T2) WRNWHNN 1NN VN2 NNPY NEPN NV MPYralhyra 1955 mpr1an
MP>TD (MY MPMN DN MTIY MPXT2  NPNIIWN MPrTa ,(N»oY
STIVNN DSN MINMPN MINK MWD DY 1Y

YOOI (7A9P0RN MPPT SV3IN” - 1PNY) NPON MPSTT >V PN P Paon
NPONN MP>T2 HVAION) (PNYAPN MPPTa YLV PND) NYIAP MPPTa
YNYIND ONIN N0 ("MPFAN 209N : TN IND NPEPH MPIT1 OV IDM
.Y D9 MXNNY ORNND) NTIAYN TIDNA YIAPHY TYII,TIVHN DY INd2

DMNMPN DNINN DI NN DXPNN DXVNN DIVIDN WU MP>TAN HVIION
9210 9N PYOY 935 NNV MOIYN DY DXPYNN MIAID ,0OPTN ININIA
LAY INNIN

MP>T2N N9 MINIY ,NDIYY DN NN NPDNN MPITAOV1IDNA VI PIDN
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,DYTYON NN (DWINAN MPXTA TNXY vindy yX12> DN DYDON VIO MITY)
NNYNNY NN NN DNMNMPNN WX DININD INYY DVITHVDM DY TN
991910 N0NY DRNN) TIVHN MO DRNNA,NPONN MPrTa

TAIVNN T DY 12 WY DMIPYIY TIVNN NYIRD D99 P> MNP TN YV1I0N
ANNINAIN

NY01M MPr1a 3.7.2

29 DY PAIIONND NN TI9) SNJ2 PINDY NN NN NIYOND NYIND ONIND
T2 DYWY OWIAPN DY TYIND DXA5WI INIWN DY INPINK DY ,PADN TINYY 199197 Y9000
MPrT2 >VIDND DRNNA NN ,NPONN MPITA DX AN NNPNY NTIAYN NNI0INI
TUNR INYLN DN IN PN MOV IRYI 7P TIVND . TIVNHN O DY 1IWIRY NPONN
TIVNN PN NININA MY KD YD, NNID NI .NPONN MPIT2 MINA NYa DN Vi
NI DY INA IIYID NPINK TIVNN DY DP0ND TN DY DT -DY NN TWUN IRINNA IR
NS PNPIND 12) NPONN MPI>TIAD TINDN 200N 29 DY PIDN DY INVINND WD

9N VNN NYAPH MP>Ta

n9ap MP>1a 3.7.3
VAPOY TN IXINN NMYINRD NYIAP MPYT2OVI0N 7-\\3))33_57;71:1%5 21NNN POON
.T2YN NMI0INA
D>2°590 ,I802 NYAP MPYXTA TNIYD NINYT POV 19 35-HRY M TIVNN
PO0M MYV POV TS MYSNNI N/ IINYL AN TP 29IV DN DIMIVWIN)
S MIRND QR DY .3 OOV T DY IN TIWNN DY RN 19INA DIV GNYY 1»NNN
92PN MP>TA NN 5Y INN5 P TYHAN INYT 9w 29 593w o TIvnn
OV TAIWNN YTI-DY YR IWINNY MPITAN NNIDIND OXNNA WY NYAPH MPrT1a
YT DY VIVIRYY PADN PTHINY NYAPN MP>T2O0IDN DD HY D00 VNN D
NMNIND OXNNA NIIWVNN DY NRDN NNPND WITIN DI ,INWN 2,105 TIwnn
NIIWNY PYNN ,NONK — ) T8 MOIYNY 12N MDA0N NHPN MIAD ,TIVNN
pwnn L (Splunk) SIEM novynd pwnn (NIMSOFT37SMMP) 277w/910%)
mMMPIN 00Ny MPX7a N1 D) SMTP}_T‘EPﬁ’m noYNY
.(PT — Penetration Test)

951 12N ,YPD MY YN Poon Yy — ( Penetration Tests ) ny»Tnn mipr1a
TWNN T 5y PT-n Mp>72 DV 79185 NWITHIN NOW

PITAD , MIYPNNN NAPN TONNA NY DI OIXRYI TIVNIN ,DOYD NNINRNN N 2DIN
,0M Mp>7a ,Code Review 102 maaY 11030 XY 77T 952 980N NN
IO DOPTIN 1IN KXYV DWINO OPTIN [, NPTN YN NNVIAN YPTIN
DN MPYTA VN NYA NI NIYOIND IR TIVNY YD PO

IV NIYN /RN DD DRNNA NPY ,2INOY )IPONY YTHN 19N DY PAvN
.N22pn MP>12 ToNm
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NYN 3.8
,¥9901 %9 DY 025591 9 HY I8N HY NN TIYNN 09 DD NN TIWND MO Povin 3.8.1
90N MDD Y035 TIWINN DY AIXIMIN 1IN 7Y PN TIYNN DD N HHO1N
7252 1P72Y N TPONNA 0N TWNN 3.8.2
1910 TN 3.8.3
NOIWNN NN ,ININN MPNN PN NN Y9151 (as-made) 9Tom Xon Twn on - (1
(M99 MITHM ,D2>591 Y930 MNTIND Y09 ,MIIND 0PNV ,001>59)
ATPMIRSIM NPONN MPrTAIOI0N TWwn - (2
DNV NPSNPINP ,NNVPYIIIN DD ,A8NN DY 0O Twwn (3
98NN DN OXPPIND ORNNA - DXIDN MMION KD 0NN YHNYND PITH (4
S9N RPNV DN DPRINKD OV ,ININN DIvan)
M7, TIVNN NYAITY DORNNA ,INININ DY WY MNRNM OIS 220 Twn - (5
SMPNRN TP NNON PN
0 NPNYN VIV DWAN TNED PNYI VITOY TWN DS (6
2199 ONNNA NNIONN PPN AN IPITIY TN ,2D0N TIWNN NN 1ITYD 2»NNN Pavn 3.8.4
ANINM 299902 NV

991N 3.9
:INAN MOITNN NN PP TIVND PADY 1»NNN Pavn 3.9.1
N30 ,M220 NN Yy 0NN DPPonn 290 oX8hbn 0M20Mm nnsn
NPYI0N 2307 MIPNN ,NXPN 22> NIIWNN DIWAN , 00NN MM 110N
N29YNN DY QLIYN NYIVAND YITIN HI3.02201) NV YVINIDA
PN PTHTFNEY MNvow neya
DM 12 19INA DINMN PYWNRN 9210 NOIWNN 2IYINT NIIWNN YY) YIMIND NIVTN
NPY ,TPNYN MNXNY PN MMD NP0 ,NOIWWNN HYaND AN P 10oP
MPPTIN RODY ONNYY 19N NIDN MNITV NIPNN ,ﬁig‘ikrg'n YNIDY DOVIN
2NN DYVLEINION XD NNON
NN IRV P2 ,NO9ID NN MIAN TNXD NIOOD NIYTN — OOMIND NOVTH
YT NNVIANY NTNVPVIIIN NN 2IYIN IMIN ,NIIWNN
TIVNN NNIN ONX RON ,NIIYNN MIPNN DYDY TINDI MIITNN NN YN PADN
DINN
STAIVNN NPMIND ORNND) TIVHN INNIIN INPN J9IND IWIIN MNNNRD MIVTIN 3.9.2
3.12 PYDI NINRY ORNNA MADN MOITH POINY IRYL.DIN TIVIN ,THXN NN 3.9.3
SPNNN NYENA VNN PNND ORNNA TITH MYY 295 NIMIVYNI N NPIANI ,D0YD

NI PNV 3.10
5995 3.10.1

VNN ,TIVNN T DY IWINVY 23379 Y39 NOIWNY NDMIN XMV POD> PI0N
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.NN2 NNYTIND MIYPNNN NNOPN DINY TY NN o110 3.10.3 Pyoa
DXNINT MXNNN I YIND JPWVAINND  PIND IPNHD> NDMNINN SMIPY
STIVNN DY NIRDNN MINT MYV ,NTIND) 19902 DM TNHNN DXONINN
NINON N PADN DYLN DIMPYN MNIMI NNX T DY IPND> NINNN NMPY
DOYD 3.2.3 PYDI VNAND

,7120NN MDD 1T HD52) YN NNDOYW MANID ORINK 7PN’ PION 1T NNDNI
1P HIAYWM 8 mn non

APNY 3.13 PYoa VNN MPYN NN NPT INVY PID> PION

DNYT DIPOYW Y9 DY MTVAN YN TIVNL DIOINPHRN IVNNIN MY D 7N
DY IN DMNDTY YNID 19) NN XMV DNNYI vx:%lf’olﬁmspm D98N
Y210 ,TIVNY 1IANNY 29 YINOT NINTIN Y9Y DIMDGIANY 995 ,NOIyNa
PN .NOYNY NPINKD DX HVIAY X DND Pavh FIIN-ONNN 1 Ndwow
D2 DYVYN DY INIT P RY PIDN D VY TIVNHIM

199901 MPYY MWD It 3.10.2
DN VYNY TR 'N-'R D21 ,8: 00-18: 00 P2 MYWN P2 NNRNN SMNPY NX PO PADN
(rayn myY” :1onY) DTN

199900 MY NN 3.10.3
S INYN P YD MA0N HIBRIHID> NDMINN IV

NPINN MOPN MNPIN ,MOPNN NPNR NN NPNN DY HYO2Y ,NI9NN NPRNN (X
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P2 MIYPNNN NPDN IN DYD YW NIPNI HDYONY D0NNN DX NPTHIN MTINNN
,DIYNN 15 1N, DMWY NN DY 2DY DI, NNV N0 DIN (NPHN IN NDD) DITTSN
AUNMINN DN NPRNN NNPNA )M ,NPINKD IN NN

OMNMN Y9 NN 20N PAYNY IN NIIWNN NN PAYND NN NMITINN NNION NILVN 3.14.2
YN ITIDN 19INT INYON M IN TIVNN YTY WITHIN YPHRN DI NN 19 MHON NOIVNY
MONT AR AWANN ,7PINNDY MITIVNN TONNA TIWVNY JNYID MOPN INA PR yInd
A9N2 MINRD ONNNA,OXTINN DI DY RN 1O NIV TIN,MPYN

a1’ Y200 MWD NN WD XD ,00MPYNN PON HIAPY PYONY TIVNN VIONW 933 3.14.3
IN TIDONN IDNA NNINRNN N DN 52RO PYNNY AN TIVNIN DMNX OOMPYN
19V,9731 NIVNND MHIYN DYDY N2 DI YSIDY NIV YD MVYY 2»NNN PIoN ,NTNINA
211 NIV YN IN DIWIND MIYY TUR N2V DD YNIAON WININD

TIVNN MYPA 92 NN DPPY ,NIN 19IND NI GNYD 210 )N MDD 2>NNN POON 3.14.4
0N 19 DY DIWAD IMNNN PADN PN NIXNN JPINI MTINNN NN YNNY YOO
,TIDOND TIVNN NVINN THID MDY TIVNN TN JNIYID NNYV D PP DX G MTINNN
YN OXTTNN P2 NPVIYN MDY TNN DY NIPN D250 DIIODN DITTNN .NPIDI MIYL N
TY02 PANDN ,NYNIN IN IN NAIN DY TYD VITTON PADN Y1, TI9ND TIVNN NOONND
DM HY

: MTINN MOV 3.14.5

DY TIVNN MYINRD TY) NHIND NPODIN DY TIVNHN NYTIN DN — 7MI9NN NPN” (1)
MONIY 1Y, TIVNN M1NIY NN PADN YN ,NMIDIWNN NPNL .MM NMPN DD
PN NYANN NOXNN .O¥/INK DY/PAD DY IWPNN TIVNNY 933 ,0/VTNN DY/Padi
90N Yy .D/INN DY/PID YV D/INTPNA DY TN IN,MIIWNN NPN NPNN DY TN
, DN L,YTNRN DI 1YY [, NNIND NPDN DY TIVN NYTIN DY YN TINY T DI1va5

VN XOY DOXMPYN TYNN IWIRNN 1IN ,D/YTNN D/PADY ,0IDINN INY)
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NN OVI9 DY MY ,NIND YD D2 NN NPNY PADN PYD> NMIDIWNN NNPNI
Y PYDAY NYTIDNN ION MINID - DAY, NHINAY MPYN

INDY TN OVINR TINND DXT2IY NN TNKD THYNY 2NNN PION ,WITM NTNI
DY/PADN PPN DY GMYNI 1TAY NON DXTAY .OONND INYT NPOY 19D TIVNN
.DYMIPYN S INNIVY 535 N2IVI NN NIAYND INYON 20 IR TIVNN DY 191 D/YTNN

NNPNA .J9N INKRD DOYTIN 12 TYI MOIWNN NMIPN DD DN — "N9MMNN NP (2)
2¥ 17N2XWY) DIXMIPYN 1NN NNV YN INYVN M) IR PADN YT IPAD? NINNN
,DNRYVN M IN TIWNN MNNIY IN O/WTNN DY/PDY ,(TIWNN DY VIMNN INYT NPOIY 29
,UITIN NPYTIN MYYN 9PN ,TIVNN NPNNT YPD G TNSN DTN MYV YPD

DMWY DMPY HNND ORNN)

PO0N YT HY DMDMIN OIMPYN YO NP IITH ONN INYTINT LI TIVNN 3.14.6
PADN NN DOMPYNN NEPN NINYNAIN,(INIDNI NHIND NPON) WIN PIDD DNIIYM
TN PADY 0NN PON NYAYM

NMIND SV OXPON DMK 2D MITIVNN NION NX DMPY PION NN ,NIPN Do1 3.14.7
PA0Y NYHINND NMNNN DOXMN ,NNND DMPYN PON NPDIN Y NIPRI IPONINY
95 ,0YMPYN NN PYNY PADN XN IIRVINY DIMPYN 9GP0 DORNNA TIVHRIN
TYIPND NON OOMPY .MTIDNN NNONI SNMNY N0 NON OIMPY PIDY vV
DN PY09NY MINIL YD AN YNNI YTV TIWNNY TY IN MIYPNNN NPN OIND
IYPNNN NMPN DIN N9

OYTYNN YD NN VYD PAON DY DM NNIXD MTIVNN DY TIVHN NYTIND 1951 3.14.8
DV PMIYIA WNNWND TIVNN ININ NIPNI MVYN NN DY MY 7N Dy 0XVUITIN
N DY VIPID YW IWUN DYTYNN ATO DX, MOIWONN NAPN ToNN ,IND PION .INN PIO
2YND TIVND IWAND 1IN DY MM D95 NRY,MOPN DI1PNA DXMIPY NIAYN Y8
INX DIMND OOMPYN NN

; 29TY TN NN : XA VIPAY DXNNA YITIN NN ,INYD P2 ,D55N MTIDNN NMON 3.14.9
NIND S WINIT MIDOIWN NNROVN ; (T2 NNPY 1IN ,NIIN) IRNND DIM Y¥IP NN
NN DMIVANRD WITIN D) DMON ,DOWNNWN P09 5510 PADN MIIWYNL DMIPP DM
N30 ; Migration 1% TNYD YN YNNI MON DNIIN NINK NIIWNI ONVIOP
DAY ; NT 191D DMWY OIMI MIVN MNP IN DIPID DY YD) NN ,NPITNN MDD
ANYVN MY IN TIVND DNIIYN INKD DINM NTHYM NPTID DY

NN ,TIVNN NAY PADN IMIPYY YNNI ,I20XW YOI DY DOPY YN DY NN DD 3.14.10
YNNYND INXD MYIND IR/ WHNWND INYI IPNX PODN 7202 TIvNN MOy INYM
P2 MNYD P2, POPYIIN PIVIND DT YT DY VI INA VIP IR THON INA PN D2
.17NNA XDV IN NNHNA,IND DN P INYLVN P ,INN DI DY

,MIVPNNN NIIND 15 PYDA VNN MYNN P 2N PADN YW DNODNN NIDN 3.14.11
.MOIWONN NNPN TONN PADN NPINNL Y¥IAN

TN Y DY ,INK VAT DI IN MINANN ,NIYNN ,DI0DNN DI NN TIWNY PN PION 3.14.12
95 NN Y PIDN .DOMPYN INNY YIND ,(11D) PVAN IN TPVNNI TN ,IM) NONY
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PN ROY VI9 DIV P INYD ROV 19N (1D ,0°5001D) DMNN) DOMIPYN 123090
T DDIN MY P2

VNN TN IR YN ,DIN DI PPN XY MOIWNN NNPN DINA D IPNNN POON 3.14.13
DNMN NTHYN PONN NN TYM ) (PTY 91952) 1Y DNYPN DMIIND IR TIVND
AN PIY

RN DT PYDA VNVND ,NPONA N NNIVNI NMTINN MION NN 9272 NVINN 3.14.14
STIVNN DY OTYOIN NYTN DIV ONNNA

YT HY MW MINOAD DTN DN 199970 ¥IDDN NNPNNN X IN NPND MW Do 3.14.15
DYTYINN 112N ,2O¥0 MNND DITINN P2 MIVPNNN NPDN IN DPD DY NIPNI POON
STIVNRN T DY NIVINDD NITINNN NIONA WIAPOY

V71 HINVAN
25 TUNY 1PN N PYDI MOVLNINM 122D NNM YN NNVINR MYOIITL ITHY> TN NIIWNN ,PIDN
& MYPNNN NN
W5 4.1

S NININ MYOITA TNYD PADN DY ,TIVNN INNN NPMNIND 91951 4.1.1
NIVN YPAD HNYLN DIMPY NN 1T 1T 9902 1YLN SN Y1 Paon
TIY - PN INNPN L1290 NHR IN/ mowm4 %’Jl"vlnn: D2MYNN Y
50032 YONI NN DN 2 ,7220N NNM YNRN NNVIAR NP MYIT D2
LOPMI9N WIN’ID 2DV DO NYD NYN TIWNN YT DY 11V OX P2) 100N
9 HY PNMNNNN VINA NN PON YN TUN »-r’)on45151%n\9:ub INT> POON
20792 NNIND T NADIA NP TIVNLIIINNM 9552 NNIND
MY YPID 1NYVN DINMIY OINN 1T NT HDIY,1NYON S9N DI Pavn dy
NNOYaN ,NNNPN ,POIN NN IR NOWND MPNNA DANYNN YN
NNV NHPRNN DITAIY NN MPXTA DY PONN hidydh D - nPRNMm
R falodialp] mm;_‘?-bv NYITIN NPID
19IN NNON 551D — DXNVAIND DMNITY MIID .NVINRD M MYIITI NTNY
N A TINN Y915 0790
.WASP 5v npnnnm mnda nynin b nmay
.(ATP) OWASP Testing Guide 4.0 2 010y
B W A n1m72 >mnn paon menT — APAONR NIYAY M MYIrITa Ny
STIWNN Y VAPV DID,RRIONN NIVIY DA
S DY (NINNM NORY M2 ) B 1 mvwrTa Tinyd paondy 4.1.1.7.1.1
.IPAON NIV
A 1192 TNYY WIAT PADN NN PADN YV PYL 1PN INMM NN 4.1.1.7.1.2
AVTYNN 91O NONON - NPAOR NIVIY DN HY —
manwnn (Third Party Components) 91y N5 NOWA TIwnn > 1Y aynd
ATPMIRDI) MY, NOIYNI
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NN2 -Penetration Test 1O ,NNVIAN MPYT2 NMINNIN TIWNN DY PaYND
Ay

: ININ MYIITL TNYD AN NN DY, TIVNHN IRNM NPMIND 91951 4.1.2
NY MY Sy X (On-Prem) mmpn Mpnn Yy nooian 7dnn Mpnn 9o
,NDY ORNNA ,NIPNNN DY N> DT PYD NPNIN .TIVHN NPNIND ONXNNA
4.1.1.9 .DNNNNA
YY) . T2D2 TIVNN IPNNND YSINN TIVNI OINIRNND PNINN 22357 5555 W)
1252 TIVNN MYNDIPIMNA Y8IND PININ
NON (On Site ) MPYN INNA YN MXITODPNTR/ DPINN /ANITY NS D
NN TIWNN AN O
0N YT OODON [, TPNVNNNI NIIWNNND DINNY/YTN NRXIN IWINNN NI
4123 JON DOND
N2 YNRIN DINONA YD 1270, Log '¥ap NNIND YPD,N19N 0PI NN
NP2 P22 OINN DN MY RN YN NYIRDY IRHIND PONND NN
ATIWNN N PYY ANR P Sya N 272 1aro

,NO9YNN DY 920N NN DN DY NN VI PXNY PADN DY, TIVNN NWITY ONNNA 4.1.3

: DN DYV VI, DD HY NIIWNN NN T2 1N YPHN NNN T2 )N

,(NIP2Y MV YT - P YR DY YT MIATD) v-r;?_?lmm NNLPVLIIIN
: DONAN DXVDNN MAD
NPV PIND MSIFE MWD YT PON
.METADATA »02>n m272 ,nynn ‘rwi}?immmn YR NN
41RFITIM NI IMIN
YT NI MNYIM >0PYartIAmun M1 na NNy
.DOYNIN ms‘mvmggs‘rﬁm /TIANT NN
IN/Y 9DT) 9210 PR DY MTTINNN 2OV YN 28N NINIPY NPV
.yn9 mi.m;r-rmm N/ IWOIN
NN XA (High Availability) nmay m»nt mo Sy moupvidax NN
DMWY TIVN NN M
MNYIPY MONN , NN , NN, NYXIND TPNIIMOLN 723571D NN INN? PADN
Y9YN ,NIPA NV DY ,DOONIPIPND DIIYN VIR (IIND MYNII DN)
20 N PRYIAS MTTINNM NN

NN 72100 NN VDN TPHRS INND PADN 5Y PPN TIVNN NYITO DN 4.1.4

: DYNIAN DMIPIYN

2979 I8 NwnY Y55 BN M iy
2;Mo NN, NOWNN TN ODOON YTND NNVIX MMM NN PNID
D290 WATIV DINPNRN INNNI 1T 171902 NYITIN NPININEPNN
210 NN NOIWNI DINPIVMION-NM DDNMN NNVIRD MNPIVIND 55D
Y2 WAV DMPRD IRNNI N 1202 NYITIN NPINIPNPNON
TS DTN NN DNNY X DY QDN VIDIND DININ NDIND INININ
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MISNN NTHY DN (NPDPAINNIVIN) MDINNN PV MY ,PWwdHY
JPNONIV MYNNTN INXIND DU J9IND NIV IN, DU NOID-IND
M1 NODIND DINMIN ,DXDP DX, MY ,MPPN 192 D21 NN ONININ
MIDTY DY NNYTP NINIRN NNND MDIRN 21NNN DN 11 ,PA0N HY NPTIY»
NNI2) 59I15N MIYHIA 72D MSVMVLOP DMIVANNIN ITND 1) RIND PNIND 1IN
(59151 Mynn NI NN
LNLAIND PN DNIPNN TIT DINITY ,DIMNDTY ,NPINN MM
Secure Channel & Secured -1 91951 nnHa mmm;)'ou.%mn , 07D NN
199 ©9POwN D191 IR VIAY W (NN H91D) Payload
TIMI NN T PN DY NIINNN MTIPINND ””ﬁ?f? ONMNND POON DY
20209 TNV 232.79N DINDOD Myn
e ANVANN NYWIAN 4.2
NNLAN NPPTI ,I12)ON NN NPPTH YINDND DXNNA NOIWNN NN PPN POD Paon 4.2.1
MYMN MOWN NPPTH Y DHRN NITY PN ,MNVIRD MO MM NPPTN YN
—OIN MP>TA XY DIHIIM TIVNN DY MR NPITH ,NINNDID NPTN ,0OVNNYNA
STIVNA 12»0N NNNN TN DY YTRN NNVIAN NPTH 97y ON
NN NYVINY NIVNI IO P2,V NN NNVIN) 210N NN NMNIPY NN OYHN NOIYNN 4.2.2
: DYNIN DYVDNA,TIPANT MONIN
AMARY M5YNN MPNN
ﬁﬁm MOIYNRN MPNY
.MDIYNN NN MIAID Y THN PON
219N T, NWNRN SPYNN IR NININ PN 90 oxdHhThipyn NX Dwrn nownn 4.2.3
RAN MY })}:;éu — Identification
i ndR—Verification
MPYY NOMIN PYINI MATAM MM 197 MI¥3*— Authentication
PONDINN MDY TONNI
NOMNON PYNNI MDTINM MNN VIO MWN THF¢ — Authorization
POINNND ﬁw}iégn ToNn MPYH
.N59y¥n1 2°59 H3Y ONNNA DY) RAPa — Access control
YPrh Y NN — Reliability
(MAaxn) v ¥y Sy Nnn L,y NN Pon/nPTo — Confidentiality
YPNN Mndv — Data integrity
.Mwnonn ny»n — Non-repudiation
M0, 0w TN — Log, Audit, Monitor
121 DMY9WN DI ,ITY MPINNI | plug-in 195 7) T8 TIiP2 WY HOWHY I8 NN 4.2.4
STIVNA 92502 NN TIVNI NPEPIYIN NNVAX DINN DY YR NN 2NN
(Linux w Windows) DRIvo nyoTy NOYan mMoIyna vnnvno a»nnn poon 4.2.5
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MY DIRYL MPNN NPPTN DY PADN AN DMIDTYN NNVIAND ORIV NNITIVHIN
STIVNN NPNIND ORNNA, NYYON NOIYND NITY NPT

Y110 HNVIAN NP ANPH ,PIN MYI972 DTV 4.3
NPSSIN WMV OYAN NPVLIADIN MYITH D52 TNYD NIIWNN DY PADN Yy 9955 4.3.1
YN NNLIAX MYITTHI DY MIYN NIIWNN ,PIDN NMAPNNN I YINND YDA, NNIRD
DIPNN ,ANPNN ,DOPINN DY ANV M TYN BNIITHN DNDINL MO NMINN)
: 19NY DXV NMPNINM
ISO 27001 ©MMHN NNLAN PN
ISO 27002 ©MMHN NNLAN PN
(PY DO PN 12T NTHA) ISO 27017 Pya 03IN) NNVIAX PN
(PY DOIN PNINSA 12971 N ISO 27018 YWd-Hhyvs nnvax PN
(DNRNNN PIN) NPVLIAN NNN PIN MR ,nvomﬁ;}l@;nb MmN NN
4.RVIAN NN NNPM
TIwNN YY MNLINA T3 Mma NN
PN ,0aYNNN PIN 1HD) NMAYNMNKD MIIWNY 0 DRINRN PIN J5 MXIN
(27191 IAFLPNIPY DN NMIT
ANIZN NPRIN IPT PIN MYIIT DY NNY Y¥INNN MNP MLINY PADN Y

N NN 44

P2 ARDN NTION - NI ,DOPYNN NTIN IWANNN .OMINTIN P NOIWNN SPpwnn 4.4.1
.DNNY DN SPYNN P 01NN PYNN PIAD DOWNNYND PYNN

NTI9) NV N2202 NMYNINN MNNNM NIIWNN NPT 4.4.2

TI9) NV N2°202 NN NYIA YNINN NN PN 4.4.3

PNVINIO-IPIN DD ,NRDND MNYI NTION YNINN 4.4.4

92791 Best Practice »9 by nwp» noynn Y (services) OymMIdYn noyann mdovn 4.4.5
.DIVOY DI [ TIVNN YoM 97y D) DDA

TO J9IND WM YT NNVIANX MNDTYI NIYON MIIYN MNITY : DMVMP MM MNOTY 4.4.6
NOIWNN NAY NNVIARN MNITY NOXP PODN .TIVNI 92»D2 NN TIVH NN QLI
.NOIWNN 12590 NPNXR NITY DV NIPN DI IR ,NYIIN NOINNY DD

(Offline) VIIVIND PY> NN XOYW DMNDTY NTNN NN TIVNN NOIWNN 4.4.7

IN) XN 1Y NOIWNN DY PON D2 MYPI N2 NYIND NINN DY IWIRN NIIWNN 4.4.8
YT NPIND

DNNN2 DIPNDY INSDOY MY / YN 7 MPD DI DY TIVNN NN YTMD IPNNN PI0N 4.4.9
STIVNRN NYITH

INPIVANN NI NN 4.5
PO — DINT — DN OV MIPOYN 09 DYy VOP MPPTA DWML TINNN NOIWNN 4.5.1
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:(Constrain = Reject = Sanitize)
VNN ,TIN ,ND 19D VOP Ny - White List-2 vwow : (Constrain) Y200

AN

Mapnny wnuwns N v non — Black List -2 wwow : (Reject) nnt
oM

MTT NN HNONIID WY YW VOP TIONY - ¥TITY VIPN WD : (Sanitize) PO
4311 ML VYPY

ON ,NINTY .API -5 n5apnnn nwpan Nian NX 0) §HIR NN 200 MNND qoN1 4.5.2
7320 MYPN NX D) XNTHN NN NN, XMLvnoa n»n APL -5 nbapnnn nvipan
ATATHNY ONNAA ,3 Schema nmysnxa XML -n

OWASP top 10 -5 ORNN2 NN OMNNIN OW»N NIIWYNN 4.5.3

(Authentication) M9°N 4.6
YTIN NN NN MY MY ,APL ,nbyann noyn - 10 ,no9yna 290 Y5 4.6.1
a7y
,D2I1N) DX02 - T DY 1ND ,NOIYNI MDNAN MINNDION NONN 9N NN INNY POON DY 4.6.2
JPNNON NIIYNI WIDIW NWY» ROYW DI, NINT .DIWM IX DV ,NHYIN NOIWN
mMHaNNNN Nya (SSO) vnnwnn DY NTINK MNTIN N212%/2 WHRNM TINN NOIWNN 4.6.3
UNNWHRM DININ YPYNND
Sy NYIAP YON AUN  MNNDDYO NYITH NONN NDID/A WHNM TNNN NOvNn 4.6.4
: TIVNN DY MRNDIPH I TN 97V DININ DINVNIN
DY IR 0NN X DY NNOYO TRRAWIIP : NNDD TN
MID , MDY NNVP NPMIN DHIDN DINNI YIDY 3;12133& :1HD0 MANN
DTN DINDDY
X) NRDYON NAYNNA WNRNWNRN 2N MINRIY 1IT NHPHAFHOIP : NNDID 4PN

4.6.4.5 (o
MINNDD X MNAY SY MINNDYD NNV DYIAP :NMINNDDO NOYNVON
4.6.4.6 '—nan

MIAI0 : MRNDXO/NPINT DNMY NPT NN DN 5-31::;:1 TMNN NN
JAM - Active-Directory no9yna wimw
.SAML 5101792 Tnn noynn
NN PONN2 MFA 0w n%15%1 Tinnn noyvnn
ONNNA DN NVRNI TENPI-TN PIPNS MYNNNI 1INY» MIXNDDYD
.1RDYON Y NITN MIYA TWART XY . TIVNI NVINND MNP NPMIND
MYINN NDIP MY 59321 — OXOWID MNTIN NIND) NYINI NIPA NDMI TINNN NIIWNN 4.6.5
YR ,DOOVID MNTIN NP 190N INKD DIWNNYN NP - YD 15130 DIV DY
JPONINIINT NI INA MDY ONIN OMNNNN DXIVNIN DX PTIND 7PN 1N
wnnwn ova 89 API Keys (Token)-a wy»dw nwyn noaynn APL Dy minTina 4.6.6
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Nalalvaiv)
-5 Y XY P ,0w» 0wl HARD CODED -5 ynw» XD mMNNDO — a8n 951 4.6.7
.CLEAR TEXT

oy TIvNa1 NH»pPn SSO NoIYNS Mpwnnnim MFA | 2 nonn 0»pnn 51100 N2av1 4.6.8
STIWNN NN Y DY) TNSN OO
NITY PYWNNY Y TN YNIDN MNIN 177 DN DIVIDT MNTIN - PYNI 2OV
DNO9WNN DN 1IN
STIVN VINYWY DI TUR VN YNNI VINOY — TINYa

(Authorization & PErmiissions) MNUAN NOINY 917193 4.7
NN OO, NPIPIAN ,NYYINN MOIYNa Shared €redential -1 vidOY MONR YN 4.7.1
193
—9m95 ,n9Mam no9710 (Roles Segregations) 70 1pPan NTI9772 TIINN NOIWNN 4.7.2
LD DININ Y D9 ININD TN
MPYNRNNNL PNRND NIIWNI NNINN NMIRYIND D) NMNNIN NN INND PION DY 4.7.3
Active-Directory & LDAP m2a19 nynsen nyint 91n0 noynd
STPON 925 NRYPN MNRWIND NN NOIYNA Roles -n H55 NN INNY paon Yy 4.7.4
.RBAC (Role-Base Access Control) -2 700 no9ynn 4.7.5
: DINAN NINIPY TIATNY IUN OTITND NIRYAIN PINN TINNN NOIWNN 4.7.6
TN W) AWORYD WY NOIYN 2997 Y521 NOIYN 932 : A HInN NNwIND IPY
YTIPOM YPPON NN YNID NIy MY DD, DOVIN DN DINIPND PN
4.7.6.2 NOyNn
NWID DD DOVNNYN IR DIND W NIIWNN PARWND NYININ NON
INIAD O ON MY (1DY, registry keys ,mg";”éﬁ ,DON2P) DANVNY
TND DNMN DIDAY NYHA : DINNIN DIDL WHNYA NIY NPINRNDIND MINYIN
Stored -5 10 MNYINY KTNY TNN ¥, 0N NI A5 1IN S moys
ATV 595 NYPONDIPN N 7292 Procedure
JAD -2 map 7 Dwnnwn Yy DDINNI NIRYIN RPN TINN NN

Access Control - nw» m9pa 4.8

MY NPOWYIIND O mMw»Y 1Y ACL (Access Lists) 9102 Tmnn noynn 4.8.1
.(MXMN N2>202 OXNNN DV NYIN DY NON ,NNNTY)

210 MYV wnnwnd rate limit (Quota) 182 NYY15%2 7NN NOIYHNN 4.8.2

Anti-Throttling 11251 ow»n nd>9ynn 4.8.3

mMaxN 4.9
uNd (v ECCR) ndynmy AES256-2 12010 DIW»N NN NIONN IWANN NN 4.9.1
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Annex B1
Manufacturer’s Confirmation Regarding the Proposed System

To the Attention of
Israel National Digital Agency

I the wundersigned, , on behalf of the company

, (hereinafter: the Company”) which is the manufacturer of the system
included in the bid submitted by the bidder (hereinafter: the ”Bidder”) in
response to Tender No. 1/2023 for the provision of the VAS System, Maintenance Services and

Professional Services (hereinafter: the "Tender”), hereby declare and undertake as follows :

The Bidder proposing the System as defined in the Tender, which is manufactured by the Company, is a
licensed by the Company to sell and provide the System as proposed by the Bidder.

During the term of the agreement between the Israel National Digital Agency and the Bidder (if his

proposal should be accepted in the Tender), we hereby undertake towards you, to provide support services

to the Bidder and the System included in the Bidder’s proposal.

Date:

Name:

Signature and seal:

Position:
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DXVNNYN NN 52NN dND PTN ONDA PN WIDY 1PYIIINYLN M) DIDY TIWND NN PN PIon 7.8
NNONI T HY IPAD? TUN MIDIN 1235721 NININ TPX 2959 H51 1) NN Y NNPNN NN AN
8192 DM YNIY NHANN ONYI MDT MDY , DM PYN

MY (12NY INITHND) NPIDIBN MMM DI DY NNIA INNN PADN ,DOY0 MNNNRD NPOOIN MDY Wan 7.9
DV MDY DD WNUN MPH0IN MM TIVNN DY IMIVPNN DD INKRD G ,071DIND WP D Nynd
59 NNN NHMPN INYT MDT DY NPN DY MPY DO THINND MDY D INPN DY NP 1Y M NIYOD I8P
NN DD NNNIN O NI 9O PT

NAPN YT TN Y IRIY VY DD DN YNIDY DYDY KNS DMININT NMY ONYI NP TIWNHN 7.10
1977y IN MNOYN ,IXINI DIMND INT,MDIN NDIIN DMPY NN NIATY ,MINKY N MIYPNNIN
7NN ROY IN NN ,INKRD DNHAYN N, DMDIY ,WTNN

DN ,NINN NN D2 IN TPV TN HY IN DITIN NI ON 2,000 PMY YD) DIMINN D NTA WITN  7.11
NN DMOUN MYOD Y WIPY NIPNRIA O) YT DNN DIOYY INYY MNP XD PADM TIVNN DY WD
NINN 1220 D0 X, TIVNHN

YNNI 2ND2 NNODN D DX RIN,D310INL INWID Wi MYYY IRV XD ND 10YLVN 9N INA PODN  7.12
.1NODNN ONIND DORNNAY,TIVNN DY NDPNN SWNN 2 NNINN

IN,IDIND 21002 TINN O 7 TIN,NNY DD DN NHIND D11 OX N, MIVPNNN NMPN OPO Nya 7.13
D5 NN TIVND PADN MO NN NYIMIT TYINN DM 7 TINA ,TIVNN NWIIT 19-DY 10 735 ny Y51
NINNK NIV DD DN YN NPT DY DOPINNN DMININD DI DY NPXNPNM DOPNYNIN 07 NPNRN OPMIVD
P05V YoM D3N HY DNWII DIPMY NNY PADNVY Y021 P TYOIN INYT DIPPYY OXNN ,TIVNN NIPY
,DNNNN OMNIND DY DIPNYN PP PRYND IRYI MY PODN ,NNINND G DY .ONA PIADY MOT XN
DYNNINN DYPNYNNY MNINDY TIVNN DYLN DNVIARD MDNI NYIRD N9 ,1PT 29 HY 15 MVYYDY wITIv 995
.NLAINN DIPNA INY»

ONNN PIOM WINTY IRV 7P TIVNN D080 NT PYDI NNINRD DORNNA TIVHN NN WD Yoan  7.14
PNPIAPNND AN DMV NN NYPN YT DI 199 INRD MY DIN TV MIYPNNIN NNPNL MDD
NNN DY

MIVNN MDIAP ,PTY DY WY MIYPNN D2 DY PYDY DORNNA TIVNN NMDT DX PYD N1 I»NNN Poon  7.15
% AVIN Y9 YY PNPIAONNN YINIT NINDNA MIYLNI KNV 90D DY IN
SNMNA TV MND? N9915 AWNIN NN ,MIVYPNNN Y9791 1390 Nt Y0

nnn .8
NMPNNNN Y952 POON NTNYY N9, TIVNN NN MYIYY DTYINI DXIVNI DMPYN NI Pa 8.1
NPADON NYSNN — 110D I09DNY 5 P91 VBN DIMDYNY INIT PODN NP ,NTINDY 115N MVITIN
(rnmnnr oY)
NIPN 922 NOYN XD DY NN DY DIMPYN MINI X2 PODY DIVNY NPAIIN NNNNN D NN NN 8.2
1Y 9ND [ (77222177 NS DEWYT oV 0 Dy

NN 2950 7PN AN NNHNNL,NYY NYHN GPINA PPV 9D OVONN MIXNND N3 AHN MXIND 951 8.3
- M0 ,0MPYN VINIAN MYIANT MPNNNT ,MYITIN MDD XINY N0 PR DD MR 9
LINN DN Y, 00NV, MDY, NPTIVN NINKIN ,DIUITI NNPYI NMIPDY DTN MO NPOYN P2 MINSIN
PYD2 NNINRD VIO GON N INK DYYN DIV INIT N KD PADN D DXTINN P2 NI 0I0M 1D NN
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NDY DNV NN NAY KD ,NNYP INNRY KDY 1T DN 29 DY MIVPNNN NMPN ToNNA XD ,NT 1NN
DI39901 NTYY NN INND NON,INN 9N IN NN DTN DD NI PODY NY , 0N ¥aNn Y5 N/ DIPN W2
STIVNN DY NNININD YWINN MY YT DY URIN DNNMY ANd1 NHIND DRNNA N> TIVHN

2y D)INNY 935 DT NHIN NIMY NYA GPIN XINY NPV GO TIY DN DN Y0 DXNNIRND DNPYNN 8.4
OOY SV NIPNI) DIVNY NN NN NN MY N7YNN NN OITNY MY DI [ N7yn DIDWN NN PION
.(NVY 9D PTYNN NNNNN NIYPN DT DY NIPNY NYYN 29D 19TYNN NNNINN NN

1IN NY DY DMWY TYA VYNNI YD ,NXDN DIVYN NN NNNNN D NINTA NN, MR I NNY DN 8.5
ND YON NNNINA HVIN 0N ,0VWN DD MY ,PADY MINM NMINI NNNIN NYDID NN DY, 0P DO N2
L1391 %95 1YV DXNPYN MINN IN PADN INIT DNY DN DIMDYN NPINIXIDN MALNN DI, NINY
MOYION MNIIND D Y NN ,NT NN 23 DY DINYPYN JNNY DINLIN IR DYI1715N DMYWNN DD 1)
WAPI OM PT 9D 29 DY N/ I3 DDIN X9 DY PADN DY PRMIAMNNN AN 19) DINPYN NN MYanm
IN MINDYN TIVNNND WIAND INYI M NDY ¥and XD PODN ONNNY 9270 PO0N DY y1Hyna avnnna
YV DMPY ,D/NYY DY ,NPOAN MYV ,IDT DIV ,NTIAY 1OV DYDY NNNN PR ,NTINNL DNIDY
,0Y0°1 DY DNNROYN IX ONYLN,DYPNNA PYY TP NIDIN DIVYN ,ND DN NINNIN ,YIVNT DY PONN
,INNX IR/ DN DN DD NHNNN IR DXPY P2 DXPY P, N0) PN DI DINK NN NIV INX DDV
T DHIN2 YN9NI NNNXD DRNNA LYND

DINIIN 9
,ITRND MMDVN DI PADY I KD D 9213 DN VNAND DXNNL AWINY ,WITOY 53D NTINNN IIN
A9NY DY PYDA YNNI NN 92y ONWDD YV VWIS IN XINY N0 DN NMIP»NN
MIYPNNA NYAPIY NINND (VIS TTHIA DT NDN DX ,NN IN) JONN AVINOY NTRSNN OO 9.1
212N2 MITHINN WNY DT PYDL NIRND TNSY - 9.2

IN NPPVDYOLVLDY NTIIIN NIWHN YT HY DDNVNIY Y95 ,1IIXD DYPNNRN T — 71130 9.2.1
.NONNY DNIW NOVNN YT HY TRDINY M)

NN NXNN TN TTHN TIY — 70030 1117 9.2.2

NNRNNY ONNNA PADN YT DY NWNNY THINIVNT TINNA TTON T — "¥29pn 11907 9.2.3
MNN

ON TV YIPN OXTTHN 2590 X TTHN IWRD NYNIANN NTANN — "DIHY N1nsny 9.2.4

.DX02N TN NYYO NNNN
NTAND NN 9.3
21N, TNAVNN TN DN ,N7YA DD DI DXPNNN YR DININY DOMPY 12D 9.3.1
TTAN (T IN) MY NPT YIPN TTHN DX P2 ,0°020 TTH NNIYD YAIPN 11702 NPV
SNNIND TN NP DXRNNA DIYYNY DIDDN P , 00N

9270 DAY DMIPNA D) N NN NTHNN VI YD NNTA 1N ,PAD DD 10N N 9.3.2
DOV NTNsNa

919 10 Y02 VNV, TIVND TPNIAYNN NPAIN TYIN NP NTHSNN VI WD 9.3.3

2O 9.3.1 PYDI VNAND ONOYIXPN DXMPY X2 NTNINN 9.3.4

NTIAY MYV 195 DX0N DMPY - DOMPYI MNP MMVN PH2 DWNN - 9.3.4.1
NIN YTNNY RY D¥YNN —16.2.11 075N NYTINA OXNNA DN OXTPOND
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079NN NYTIN MNRY ORNNA NITIY
INON PNPNNHD DOV NIV IV IDIND XY NT 9 PYD MINNN D NNIAINDN 9.3.4.2
.9.3.5 YD PPNY NNIRN VYN
TP PNNN,DMDITA YINN YT DY DX2IP) DINA DXPNNN TWN DIMPY) DN XD 9.3.5
DA VYT NN YYD 7PN DIDYND YAIPN WU TWND 91T DY PO YYD Tins
JINAVNN NPAN

215YN NN .10

£PN9Y MINNND DINY NNNNN DWVWN DY

MNTN NINAD NOD ,7OVYN XINNY — 1.4.3 D7ON NINNNA VNN 9D WNIAN PNAYND DYYN TV 10.1
IWYPNNN DN YT-DY YNYOIRY NPNAYN NYOND 919521 NYD NYN TIWND YT DY

YTIND 152 MYT TIVNRD PN WX PITIOP WTIN DD DINA, MYV 29D NI TUN DONSPN OOMPY N2y 10.2
STIVND MYATY DRNNA MADN NMIRNINON IN/ ONEPNN DN DY MND MNT M2 010N
MYSNNI NYY» MPTN .OIVYND DN TONIVN P29IND PO0N DOV ,MININN NITY TIVNN NN INNRY
/2 NADID NTINT GNNNN MPTN DNV

DYPADN YVNO NNONA ,DXMPYN NIY DIVYN TNND DXVITIN MNIVYN OOMMPT VHIND vIT» Poon  10.3
SVN92 VIO NN DY DINN NPVIADIN PHDON AWNN NPNM D7ONN MNXNND 2D DXV PNOVNNN
VMO WIDIY NVIYN PADD MYON PADN NN PADONY .7.12.5 D7ON NXINNA VNN ,DIPAON
ONOWNNN DXPADN KV NMIANNNA NN NMDYN 551 KW PADN WITY .DOPADN

YNIND 19Y ,MIVYPNNN NAPN TYNI 1919 INKD DINNY DD NIV YD NDPNNAY DY NNIN NYOXNN THyna  10.4
YNHD PO NTIVN OION TIWNN AWND PIDN NIXD 1T AN 29 HY PIDD DIMDYN NINID DTN
DY PPN NYIX 1), (7901 79 ©1 PN PND) 1975-15WNN ,901M TIY DN PIN Y DY 9pina
IN DTN PODN YD ,00 XYY I NIAYN DX INL(1976-175WNN ,DMNDN DN NINPDY PINA IMYNDWNI)
01 PIN 29 DY [WTN NOD] NDIDN DN NTIPO DY DI POYY NINIVIM MNAWNN Y09 NN HMIDN IV
2791 91N PMIDION DY NMIYN TPAY NNTY XM PADNY 12 19,901 T

many A1
MW, NHNN NVINN DY, TIYNN T2 PADN TP ,NTIND 29 DY PADN HY PMMIMNNN YD OPP NNVIANY  11.1
DV MTTN-TN NWAT 29 DY PIWOYY IX MNOWL WD 1IN MDD SN2, 7NIMVINX ,NIMN dNda
D19077.7722177 RS DowY]  (DXVWTN DYDY ) SV TO2 ,INYOIT NN PRI TNN XOD TIvNnN

NIVY INPM PION NYPIAD RNN MWD ("IN 2 \OND) [8.2 PYDa DNV 1207 TIWVNIL 5% 777
STwnn

PN MY NN NDOIS DTPII ININ NON PMIYIITI NIDINNND TIVNN YT-DY NNLINI MWD NINNHN 11.2

7901 YY 191N DOYOT MY NINNIND NIDYION MINININ YD 11.3

,IDINDN MNP MVMNNY Y35 .MIYPNNN TYII DD INKRD DD 90 DIN TY 99N MPNN Mawn 11.4
D97 90-2 TY NOPIN NX TINY ,INNIND MIAIWN DY NNYPI TN 29D DD 45 NN YD PIDN 1PNNN
NON D9 ,NTIND NIV MIVPNNN NNPND DRNNA ,PRYN 29D NDON ININ T ,NIINNN NNPN INNRY
.ITIN2 NINNK YaPI ONX

DYOMN Y3 DY ,XNIND NINH NIV NN DY IN XINI NIV NN DY IN OXRPIA TOM DY 7dPIN MAWwn  11.5
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.7.3.3 D791 RN DXONVNN NTNN MNN)

DIND 73 NI GNNNN NN NN MAWN  11.6

SNNND MAY NINNND 2NNND PADM ,TPOVIT MY RN PODNN WITTY XYY O TIvnn 11.7

TAIVNN RN ,DIND 29 DY PRMIAPNNIN TN NI XD PADN ,TIVNN DV X TYOIN YT NPOwradyw Ho5  11.8
INYOIIT NN PDIY 21N 7PV HODAN NN, YAPINIY NMPND NI NOIND YITTY IN MAIYN NN VIND INYA
.DNYYD D1VAYN DIDOND PPV YY)

DM 7 DY WX 2N52 NYTINA ,VIDND NN NN MAwn 11.9

10 TIN2 NI9NN NN JPON KDY, PNIDI IR DT NNIN 29D PRPIAPNNNN MAPNNN PADN 19 12 NIPN Y52 11.10
9 DY PADN NRN DIVYND INIT TIVNN P17 12V INNX NIPN D32 IN/ ,ANI2 19 MVYD YITIV DN DD
MY ,NNIPN N N2, MWD DX VOND INYT NPOW D PRYI TIWNN P77, )PT 939 DY IR DY NN
TYO 930 TIVNN NMDTA YN YD NIRDLYT DI 29 DY INA DT NN 29 DY PADNN 1D DIWINN DX9DIN NN
D MIPNI NN

D»YNNN PP XIVN NN PADN 1D IAND INRIT 7O TIVNN DOV IMIRNN MDY YD) PAD 100 o 11.11
NPINNRND YINY OTD MWD YININ PR LD D .MIIYN NX VN DX GX ,1M12IY2 2PN DIDDY TavNY
AT 9959 DY INA DT DTN D DY YT TIVND DY TNIVN DITYDNN IR/ PI0N

PPYNY TNNN DN NP LMD NN MDY, NNNPN IN N2, MWD DX WNNY TIVNRN MDY D 9N 11.12
ANYIIO0aUN HI1NDY IN NMITNLD ,MIXIWY 1))

NN YTND 2N PADN XM ,MIAIYN DY INYOD DD X MWD 2905 NN NI MDA TIVHNN wonwin 11.13
12Y DYNN DM (7) NYAY TIN ,NNNIND 172N 29D MAIYNN PON NNV DI YD DOHYNY IN MAIYN
.MNN DI Y IN MWD NN N TIVHINY YN PODN DR

790N YW PRMIAONNNY NIPN IN NN ,ISPYTIN DD wHRwd » 1D MMA29YN N2NI PRY NN 0O 11.14
.HIN2 MOLNINN

T 959-5Y IR NHIND 9D TIWNN Y122 NMIYIY NINK NMIDT D32 ¥I KD N PYOA NNIND 11.15

,INN OX ,MOIND MAID ,MIVPNNN NIPN OIN INKRD PADI MIIYN 1NN ,MAIWN NVIIN KXY 11.16
NN 29 HY PIAMNNN D2 THY PIDN D) NIRINN MINT MY IPAND DOXMPYN 2D TIVNN NYIN)
M

SNMNA TY HND N9915 AWNIN NN ,MIYPNNN 2972912 19910 Nt Y0

N9YHY DIPIY MIINN A2
PODN YV ,OTNN IN NUYN 2PY INYII MUIOW TND IN/) TIVND DY PII DD NPINNI ITID XY» Paon  12.1
NN0NI IR DT DNIN X9 DY DNJIYO NNDNA ,INYOLN 2D IR VPOV ,PMOY ,PIDN YTIWN M DY IN
.DOMPYN

PINS DIDVN 5 1PX2 DNYLN D IN/ TIVNN DYOLN DAY N NN IN/ TIVNN NN MWD INNN Pavn  12.2
TH YNNIV NYIIT IR NYIN DY TWPA I2IWY NINK IRXIN D) DXNNIY PT 27 NPTV 15Y 09
722 NPINRD YN NNIND PNOWI MYV DY WP IN 1NYVN M3 INA VPO POV, PTIY , TIVNN
STIVNN DY MIYRIN INYIIT DY TN IR DY 12.1 Py02 NNINRN 29 DY PION DY NN

DY IWIN> XY TIWNN .NNNA GNNYND PADI TWANRN MY PYD 295 WNINY NYIN D3 DY Pavd w1y Tiwnn  12.3
.AN52) WRIN PADN DY DINON XD ,PNNYVIA NTY IR/ DT PYD MNND YN

,DIZVUN DIV INYY RO PT-DY DPOVIND IN/) INDN DIXAN,TIVAN 7D ¥ NN DX PINND DXTI8N 12.4

02-6664815/7 ;1970 9073523 n™7win' ,n'7wnna N ,1 1% 78301 2N ,MIK?A 70MTA YN

116 TN 88 Ty



MINTN 70T VA .-
oibgll Jlipnall plai m MW Y ,VAS - M npsao 18m WY 1/2023 9901 2919 1991

Israel National Digital Agency [T non — MINDN TV TN Y DINNPN OIMIIYI NPRNN

NN NNIN ONX N9, PT-DY DPOIND IN INDN DINAY ,PIDD DY 1D YN P IN JTIIN ,INSIN
39901 Y9N0NI YNNI VN DIV IN

NINI ,MYAP DYDA DY TIVNI NIY DXNIPYN NN YNIN NINW IO YIT ¥ IR PN PI0N,pOD 100 Wwno  12.5
IYLN AT IN VT IR/ D INIIOY DOPIID ONYII NN ININN M XD TIVNN 19971 ,1910 16 Pyl
3 DN Y9 DY DOMPYN VI DA

,DINOY IN/ DT IR NDWNNN ,NPTHN , TIVNN NN YN PIDN YTIVN MDY NIPNAD NIV TY  12.6
NN N/ DIPYN DO DHYD 21N PADN K ,DNA NDIIDN INA DINPYN NN NNYPN NIV N YN
DIOD Y5 PH TIVNN NN MOYY 2N K> 197,729 PHNNY TN N/ NYIANI DI N/ DVWITIN
NNV TOWI NMINIIN MY, ININNDD DIYWN NYWIIT IN/ NYIANND IRNIND MNOYD YT TIVNn TUN
STIVNN DY MNIYRIN INYOIT DY TN IR Ty

DI NYIANN NIOYY DYDY 12XT PADN NPINNND YD YT 12 7P XD, NNV N0 DN T NN DY INPo  12.7
PON MYP IR DT IDIND NYAN

mora .13
TN - ORI NPTH NIV INNVY N OOVLNNN OIMVLIIN YD NX OMPOY VIO »NNN poon 13.1
MDD NPINKD MDY IWRD DOVWIATIN DININ OMDMON YD NN DMWY DNYI  PNINDD HOIN TN
21912 PINNIN NN KD NIVIAN
02792y Man MV 13.1.1

NPINND PIN XA (VTN NON) PPN NTIP 29 HY NPPIND INPINK NN NV PODN N
NYTN NN DO OXTAYHN MIAN NV PTIIY 2975 1980- D’YN DINNY OMININD

..DPIMNN DNVLYM DRIV
A3 MLXAN NMPNDY NIPNY T2V [ 20,000,000 — 1D NN XY NPINND M) .2

PN DTV MWN NDIP ,0)952P 2995 NVIANN DY IMIN NN NMDID AN MYIAN )
.DTAYND AWNN

PNIYD YO TP OIPINDD DVIPTN TN — DRIY NPTH IR MAYY INIY» MYAIN .7
955 DNYOD TaYHN MINA DIXRWYN DN D SNYID WISPN NONN/NTIAY NINN MNP
AMPYIAY ONYTIY MVN NDIP 0253 ,P0N YT2IVN M)

WITY 18 2959 NIYINN NIV 13.1.2

T8 9995 NPINN MV INIYWS NOTN AT 9 DY PIND INPINK NN NV PION N
.DYPIMNN DINVYM IR NPTN YDIND D2 W1 G0 IOV

. 4,000,000 — 1 NN XD VIO QNP PI2 - NNPNI NIPNY NPINKI D) A

.CROSS LIABILITY - 102518 nyanX 9y 995" noymva )

,D292P YW MY I OWIOY T8 95D NVIAN DY IMIAN NX NMDIY AN MV T
DTV MWN NP

DOV TN WD AWN DRIV NP TH WVIDT D
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IMPYIY YR DI IN PIDNY HNIY NITNH YIDID DNMNNN - WIDT 20 PINAMD DY )
D122 120V IN DO

MY NNDNI DXDIN DPRY DXINN DIPPAN YY) DIIVTH ,DOPPNN DNV .3
SUOYY TN 1AWN ,PADN YV DY Taynn Man

YAWMY 999 - MINID YOOI TIVN - IR NPTH NN MAYY anT» MYAN N
NRYOLN DINBN ) PADN PTTNN INA FUPNY DIRINK

48910 MANI NINYPN NPINNRD ADIWN NV 13.1.3

COMBINED PRODUCTS LIABILITY AND PROFESSIONAL INDEMNITY POLICY

FOR THE SOFTWARE AND HARDWARE INDUSTRY

W
ELECTRONIC PRODUCTS AND SERVICES ERRORS OR OMISSIONS AND
PRODUCTS LIABILITY INSURANCE

W

: 9N T 2IWNN DINN/PON PYY XN NN THIMINPHN NPINKD DIV NIVILY INN NO
.(923y YY ANPIVS NNIPNAY 91993)

VAS —  1nmya npp asm) NPODRD AWpa Poon YV ImyINN NMva LN

,2ININD MNYS NV AN MPNN 0 Y95, Vulnerability Assessment Scanner
20N ,0°0Y DMITY ,ANINN DY NAVIY NPITNNY NIHN XTPY NN NPINK
INNY DMIDV DNNIN NPY ,TIVN NIITN ,DNDYY) DMPY ,D0ITYY Mpna
NYTN DY OO0 399100 ONNNA PNVINDT DVONTN TV NIY ,OONNPHN DOMIPY
NN MAN TPYIXPN NPINRD 22N NIVIAI-IDINDN DO TV — IR
21AYLN DYONSN DD XD PTAW ,PO0N MAN NN NUON NN .2
,MONYN MYV, TNNPN N2IN NI I NDI -SNNPN DTRN INNVYN DY IWpa (1
DNOVN NN
NN XYY DN DY IWPL NTNOY DIPII PIA MDY - ININI DI IMAN (2
M IN PAON T DY NINK TIT 93210910 IN INAN 110 PO PN AN
Anyvn
NMIYNY NPXID XM NPOON 7)1 1NYLN DOBN DI PH2Y PTY , PODN MY )
MY NV ,INMN MPNN 01 99 VAS — Vulnerability Assessment Scanner
,DX0YW DMNITY ,ANIN DY NAVIV NPINN NN MDY 1NN NPINK 1NN
D50 DXNMN NP TN NOTVTN ,DXNDYY DOV ,DOMNITYI MOPNL NN
NMPND NIPNO @ 4,000,000 TON NN XY NPINKRN 912X OOWNINPN DNV NN
A-Mmovoan
: NMINIAN MIANINN NN 21950 AN NONBN 9 DY NODdN . T
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.DYTWY DY WY O NN °
.MV NIPN APY 212PYN IR YINIWN JTIIN MY ,0°900N )TN °

993 PADN MYAN NDI XY MOVAN OO Cross Liability - naciy nyanN .
DNINDT DVINTN TIVND — IRV NN

VYN NN DNIND INYN NIV NDID PRV ININD ,DOVTIN 12 MDD NIPN——08

2R OIMA-RNPR—RSINANNIN INA 11PN DWWN ON YV NIpna

D=2 anial

X2 ONPINN F2)D VIR DVNTN TIVND — IRIY NPTH NX MOV NI NMVIIN .N
DOYoMI9N D) PADN T HY IPINIM ITNV ,NPMIN IPD TUN DMININ DI APY P31
ANYLN DIIWNAN D1 PADN YT TNN IR PVYND DIRINK 1AVNMY DI IR/ INYVN

10907 DNV 13.1.4

DMLY NN NIYN VAP ,0%92P ,05P90 ,00MIPY M ,MNPN DY OO NI INT POON
AN NV PYITY 18 29H9 NPINNK MO YD1 07720 NPINK MDITXA DMV Y2)D DMINNN
D53) 920 MLA AN MAN NV TBWPN NPINK MV 0N TY 9DD BITaYN
V197 ,N2IN MV DIDD1ON 157 DD YNV D) 259 19D DY NIANWN NMDIYIN TYUNDY ,(DMVINDT
D55, MINON HVIPTN TIVN — HRIY NPT NN MAYY 12N DIMVIAN WDV TN 295D NPINNI
79921 DPAYD VYN MODT DY NVINN NN WIDN DI TNN IR DNPYYND DIRINK 1IVNOY
T NMD TIND PIID DNV OTX NAIVY 51N XD NNINRD NN OIN DT

s 132
: DYNIN OONIND VDI PADNN MYITIN MVIAN MDD

91992 ,PNINDT DTN TIVA — HNIY NPTH : DD DXNVIAND IFONN NV DYD 13.2.1
.22Y0 VNN NPYN YANTIND
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